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Abstract

Industrial control system (ICS) is the brain of national industrial manufacturing and civil infrastructure. However, the
security risks associated with ICS have become increasingly prominent, making it a significant target for cybersecurity
protection. This paper proposed a solution for the issues associated with ICS security data dispersion and delayed threat
perception. Specifically, the paper presented a multi-source data-driven ICS security situational awareness system

named Argus, which incorporated an awareness chain for ICS security. Furthermore, the paper developed autonomous
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situational awareness technologies for ICS security, such as stateless high-speed device scanning, precise threat intelligence
extraction, and suspicious attack behavior detection, to achieve multi-channel and three-dimensional ICS security
monitoring and situational awareness. The experimental results indicated that, compared with conventional ICS situational

awareness methods, the perception accuracy of the Argus system has improved by over 10%, with efficiency improvements

by two orders of magnitude. Additionally, Argus allows for proactive warning and mitigation of potential security risks.
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TEE R R SR 6 s R R E O B
TR, AR SC 2 [AD A A5 i B 25 50 R
SO BRI, BRSO 4 AR FE A
JE SRR R o R AT I
A N Z EEEG=(V, E, 4), I
VAT SR A, A TRIP L HARIP
Mgk K TS PR 62k
A, R DL JE S B E 5 i R
EfRFEHES, M MK RETNES,
A=J" 4 RETRAEIER A

3.3 ET SRS IAEM TR HRE N

AR SR o 28t K A TP Lk

Ui L 35K . HEOTP kil Prisl 26 380 | g
Z A2 HR B AN 2w ik S i B G =
(V, E, A) , FFFT MK W BE 5 [R] A6 00 7Y
[R5 A S I S PRI PR A —
GrESS, DA PR TP bk 6 7 i FEATL A
ET A BER) M) AL, AR AR
BB, HARFERET,

x4 BEDREFET

SEHELP bR REEHER R /5%
114.215.17.58 Al b 17 356
120.76.53.242 HE BTN 402 068

122.112.235.239 = AT 970 783
122.112.235.27 AT 913 285
139.159.221.18 R 521 352
139.159.221.19 R E R 864 532
139.159.221.20 R 675 277
47.88.212.109 EEmilipsd 4 546 790

47.88.77.143 LEEXL R 580 673
47.89.26.43 RS ES 1124 782
(1) AR

MR MR 2 “EP” EYLE
1 A SR Ty A R AR, AT R
P 2 Mkt I, AT O R AT — 2 A IR I
PES RN, BRI RT DL A 95 1)
JEME Z A SRR 2, T A AL (A
PRIPTI R0 HIARALE o ZR SCfiRise i i s
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x5 DEUESHEIXALE
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R2 VEIPHbHE— T R HE— VR P Hb ik i ot HE—
PR & LIRS

R3 PRIPHBIE-3 15 FoRFE—IPH RS H & %
5 >R ST G 22 Ao 22

R4 PEIPHdE—i >R LR —IEIP Hh ik 5 H T &
IEHE RIS Z R R

R5 PEIPHi bk — 5 & TR FE—YRE 1P H i 5 HAR U
NS Z A F

R6 H HTP Rk — s FRHE— BT P bk i e—
PR OE sk i S

R7 HEIP R -5 115 FRYE—H P Hb AL 5 H
5 SRR ST R 3 1 2 TN 2 22

R8 H TP H ik sk FRFE—HIP -5 H
WAL A7 SR AR SC 2[RI 2K Z2

R9 F 1P H gk — R & FRF—HWIPHHE S H & %
HON R S B IR &

R10 Pris—35 15 TR FE— PR it 1

F7IAE

HITC AR (ILFR6) BRI 5, H R
SRR, R EARAE AL, R AR
PSR TP 3 k5 R (R AT R B AR LA ST %
PR, WENTXE B AL AT 7] BE 24

Py, A AR A2 T 9T

PRI

it A2 BB AL 2B O AR DU JEE R R oo,

TSP TP MR T R 1] A U 40 42 4

B, an=t (5) Frm.
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% % 12 % B, |h,eR|=CuG))

|hi~>i

€R|=C, (i) + |h

J=J

eR|=C, (0.)) -

iy € P

J=J

=C, (j,j) » €, () REIETICHAE

P, THIZCHLAE G, w, — AN Zm 2
B, ARTTEAZ B, BALE, MR ITTEE
FRIIHEE . JET, 20 e Bl st AL E Sk
AT DA B R 50 BE A2 1 U5 TP bk 7 A8 (U
PR 4 e RVY DLRE W N 19 2 1 S B
X eRY, Hr vy 2 E ik i Ipy
R,

(2) EGREFMETREL

HE— 5 AT T F P e 22 o 45 SR FE A |
I RURRHIE, AR SCE SCE BT AR IR
AN gO = x@, HH@er , KNEER
HIRFAE 2 B, BET (0 F 2 2 R 2 N 2% 5k
S 2R B R AE

HD :f(H(I) A)+H(1) —
c(AH"W" +H"p")+ HY  (6)

Hrp, w0 e ro S N EIRZ N4 S 1R 5
B2 S HE, b0 eR™ ZEIME
0 2% 55 2 i) it EL IS HUE RS, o 2T
BRI

(3) ARyt 2Rife

M T AT SEVT 37 50T, IESUREARAE AR
WS AN B O, AR SR A& R
DA 28 S 50 2% BRI S 9 B s R RS 76
B TIAL

1

1
Loss(Y,,Z,)= —FZ;/LZ;YU logZ  (7)
ie j=
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YEIP Htk -3 - H A TP b hik— 3% O — YR TP Hudik

FERPANIERTP HUE T 7] TR — 4~ B A9TP ik
FETRWIAIETP M Ik T T AR R A B
FERPANIE TP AL F A [ P 3 11

SR IRTP H 1k 33 5 AR =] A 3 1 75 ) 7 ) — 4~ F RO TP itk
JRIPHuE— H HOTP il — 3% — H I TPHEHE - IR TPkl SR P NE TP i 3 37 (AN ] A H B TP ol 7 A T o] — R

Horb, y BRI M EH,
7 = o(HP) F R BIUH GG “[7” 0L
B, PeRM RHHEMS BRI,
A5 1 S D MO KL, 2, SR B R A AL
0, Y| e MR AR R

=
o=

4 REGEEEINE

41 SRR EABELE T

RIEFIH—EDELL-BQT51328 %
ML, 72100 Mbit/sHf 58 T X T & Si 4 i
vt A FL 5 Argus T T Jo RS
i AL RO TR RE, SLIR AR ERT.

ToR A AT J7 58 1L $E AT T 3 YA
FEfFE R, BT IEE BT & 15 T
iR, FEBAE SO A FAET B IR, 7L

®R7 KEEREML

DIRzS

584 Rty 14317

Argus®& s

9~14 kbit/s

1 000~1 200 kbit/s

T RGO, IS TR AN,
FE MR T KR AR T 2 e 7
VEZR BN R B I 234 FE, EuAB s 4t o7
B R RE S 86 ~130 %, TERLBAH2E
DELL-BQT5132H R AML1.5 Gbit/sili ik
FLELIREE T, ArgusZ Gk TC IR &M
A 7T LAE L hSE i — Ik & W T
PG,

4.2 EBMEIRMERE VR

(1) X Hase
CVE# a4 : AR SC W IEF]20194F
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IHMCVEF-& EEELT 111 868%&5 il
FHIR O SCASTFREATRRE , A8 210 ol it
TR S M A 4l 43

(2) L4k

E7ER TArgusR S 53477 Bi-
LSTM+CRF 43 5l 78 4% 3 W17 41z 5
IS 28 R BUTE 55 L AISZIe X Hh g5 5.
ArgusFRGed I PSR S BT AR AE
FEMMicro-F1¥ghs_F# B i LERE,
HERESR A EFIAZE T LUT R B4, 12
TP P R U] DG Py S (A Sl ERUEIC A BRs f
i B2 TR B 2R TR HLAE )R L Rk, bR
S S AR AR R R, SR ey B
T IR AR o A R EUICA T, I
FINSLARI T T 2 1) ESCFE R, AT/
i i 4 SRR A R 4 R 56 ZR Rl R
PERUHT SRR S 28 BTk, ARSCHEHI
Ja SO R e BRI A Sk O A B R AT 2 iR
R 38 itk A\ TE IR D) Sk 4257 o A FLER 43
R A SR, i O T L eI R, I
P THIEBGER R, @@t Ee BT
SCRFEAILESRAT Fe SL 2 (A S P I
R ETIER, AR S R SL AR 58 2
TR . 5k, BT T3 smrR &
R FFEE R 2 T SR UEURA S [
PRI M A SRR AU B 25 08 Z I, SR
MEREFISCR AT RES 32 B — e F2 B AT EE N

85%

I [1Bi-LSTM+CRF
COArgus &%

HERIR REJ kS Fl

(a) TARBE IR

(3) 4= @5 s 151]

EFESH, AKLLL “Merry X—Mas
Ransomware” #1205 5 MW, W T B
B, DUBRArgus R G IEIX 2N
T 7 TH Al A B I AR A5 R FI, AR
9, ARILHEH “Heap—Based Buffer
Overflow” ZZf X i H & 7E R 7= 4],
R T ByiIR) B4 ThinServer
U5 I R B A 43 18 B AT AE R 28 4 IR W o
H X R EREI, Argus®R
ZERE 05 £ HE SRR AT L IR AR R VA R
MY (5 R B, 7F “Heap-Based
Buffer Overflow” @& #, A

“Rockwell” “ThinServer” LA M 2
S 8RS BE N B R BEAT UL, mt v DAAE
ArgusR Gt YR & FEH A R B G BRI
IR B P EE . 1P kR, M PR B A
FEE, JPETAIAL, #E— A
AT AT R HE PR

4.3 T]EE R M SR M RE VR
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80% |

75%
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. . 65%
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13NN BT IIT78 754 4518 7 I 4% 37
2 743 2584% IEH T,
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IPHbAIE, Y53 1. HARSS T 385K MR, 22
THFRFEEI )45, ZAUREAES 0002 4 1H
& E, PL2 738 18845 IF T &

(2) By

e SVMUI: TR &ML (support
vector machine, SVM) 244432515
A BRI A AT, AR SO HAE S —Fpar
BETT (ARSI P BR 2 T v

® Graph—-MLPZ%: Z 77 ¥EH G LA
To A 2 > SR S v S 15 [A] R A 0 1) 3E
FIFHA BTG I B ML 27 ) 7 i~y
PRI B T B A oy vk

® Graph—Cluster2l; i% Jy e —FjdE
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4T AT R

o GCNE2. EEFUy it —Fh b 2L E
HAEp S Ty 2, B EAL S A R
(EXSISYUEWSE 1PN

o HANE, 3Z 7 k& —Fia 2y ke +
VER ST A R AE T %, AT DAPEAl 9 A8
FFARRAZ JURFAE A R S

(3) sLgeghf

FRI0FEIR T ARl AT B8 17 [l U A 7Y
(PR RE S FE A5 2R o AR SO Y AT 88 15 (A1
W T5 B R AT EE 7T AT R ERUS T
5%~16% 1) B F EREIE T, X FEEGET
N7 B4, 5 Graph—MLEOEFERUR
A, AR SCHEHArgus R G T2 )@
SR E A AR SR, RS BT Z B
WAEZE HR F, 1] LABEAT Rl & B nT B¢ 15
R Sk 2 TE] AR REARURE AT RS 1 IR 18
P77 AL HIR, TR R A E A R

£ 8 XTF Merry X—-Mas Ransomware B3 T 12 EME IR T

FB {1
s ] 2019-12-2 19:00:51
Tl CVE-2019-7481
T SonicWall
b 80/TCP
P ik 192.185.18.204
DNS neogenomes.com
P AT GET/court/PlaintNote_12545_copy.zip
bl 443/tcp
[PHE4L: 81.4.123.67
DNS onionl.host:443
A BB E GET/temper/PGPClient.exe
ST 443/tcp
[Pk 168.235.98.160
DNS onionl.pw
POST/blog/index.php

S AR

&9 ¥TF Heap-Based Buffer Overflow B TR B pvEIR T B

FB {H
ATl 2023-03-21
b/ | Heap—Based Buffer Overflow
I Rockwell Automation
e ThinManagerThinServer
6.x - 10.x
11.0.0 - 11.0.5
11.1.0 - 11.1.5
Ji A 11.2.0 - 11.2.6
12.0.0 - 12.04
12.1.0 - 12.1.5
13.0.0 - 13.0.1
S/ EEAR ThinServer.exe

25T BE DT RIAS 77 ¥, ANGCNAHAN
TR ArgusZRGi R T 0 B4 XL A1
FE R B, JE I 2R AR E UE R
3297 [ Sk R AE A &, HFERI I ES
FRAEE S B A R B B FE LAY E
Frompsa, TR IR B M= =LY
Ro & BT, AR SCHE HE AT SE U7 [A] AR I
BOWEA LIS O HZ & E R
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R0 TERSEHDNEBIEREXILE

CTU-13% itk wHERR G
DiIRES
R EEJEIES F1 R EEJEIES F1

SVM 84.14 85.32 84.73 82.36 84 .21 83.27
Graph-ML 92.31 87.50 38.48 91.04 89.37 90.20
Graph—Cluster 94.17 92.36 93.26 93.21 92.72 92.96
GCN 92.54 91.85 92.20 92.16 91.45 91.80
HAN 93.43 91.89 92.65 93.14 92.81 92.97
ArgusZ%E 92.65 93.47 93.06 93.68 97.71 95.65
Eivanaatil -1.61% +1.20% -0.21% +0.58% +5.28% +2.88%
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BR VR ERZNG s NI EEE
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(4) FEEVT Ak 2451 73 AT

ArgusR G ERE R GV M H &
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AR 55, RAT XML A %L
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A AT B 17 A AT O o X AR AR XURS: 1 177 [A) AT
R, ATLARFEE T SNM P& R %A S, B
MR A E R, ARG R /5
PR RO T fIAMEE A, RIDFIHT
H o3I 2 AT B SO N AR

o X Kamstrup PR Bl & 7 A 47
H o X AR T RIAT R, BAEaRIS AL
TKamstrupPF i LI 85 A5 S i
KikKamstrupt$E4 KiFRK0104xx%L
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