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Abstract

With the comprehensive application of machine learning technology, data security problems occur from time to time,
and people’s demand for privacy protection is emerging, which undoubtedly reduces the possibility of data sharing
between different entities, making it difficult to make full use of data and giving rise to data islands. Federated learning
(FL), as an effective method to solve the problem of data islands, is essentially distributed machine learning. Its biggest
characteristic is to save user data locally so that the models’ joint training process won't leak sensitive data of partners.
Nevertheless, there are still many security risks in federated learning in reality, which need to be further studied. The

possible attack means and corresponding defense measures were investigated in federal learning comprehensively
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and systematically. Firstly, the possible attacks and threats were classified according to the training stages of federal
learning, common attack methods of each category were enumerated, and the attack principle of corresponding attacks was
introduced. Then the specific defense measures against these attacks and threats were summarized along with the principle
analysis, to provide a detailed reference for the researchers who first contact this field. Finally, the future work in this

research area was highlighted, and several areas that need to be focused on were pointed out to help improve the security of

federal learning.
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PGS 1 B e A 2 e Y 2 TR 1) 22 B E S
A eR AL, JE A I R % pR LR SR
P IR [AE , HAL, A > fE S
=1 B AL R DI 25 RS 1 23 TS
JEE Sk 5 R0 £ B R R B T R T BRI
M, BARIX ST Er e —E B E |k
e i AN S R AT I R S T S A
25 My R IR, S A5 T A 54 0 I 25 380 R
A

BT ROy, A — R E B
T7 X IS, %07 R RO H
PUREAUERS 22, AT DAk BIAR 47 B B A %
R, % J7 ST AR AR 2 268 p £ 4m

HREE o ORF BT IZ A J S K L S AR
RF 470 A R AE — B2 1 D )11 5 A 28 1] 25
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