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Abstract

Blockchain technology has provided new ideas for data validation, data traceability, data trustworthiness, and data
availability in data sharing, but privacy data security in data sharing still faces many challenges. Firstly, the current
status of blockchain-based data sharing research was reviewed. Then a secure sharing model of privacy data was
proposed. By encrypting the privacy data through function cryptography, and generating the proof of computational
correctness through zero-knowledge proof technology, a secure and reliable data sharing with “data available but not
visible” was realized. The experimental results show that the sharing delay and economic overhead of the model are

within the acceptable range, which demonstrates the security and feasibility of the model.
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