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Abstract

In view of the increasing number of people in the digital interaction process of direct or indirect disclosure of privacy
issues, the establishment of a set of data security sharing system based on blockchain network, the access control algorithm
based on ciphertext-policy attribute-based encryption and the homomorphic encryption algorithm provides reliable chain
data sharing were mainly researched. Data sharing on chain architecture for data sharing on the chain was proposed.
Finally, simulation experiments were carried out, and the results of experimental data were analyzed. The work effectively
solves the problem of malicious parties using the transaction transparency of blockchain for data analysis and ensures the

privacy security of user data in the sharing process.
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On-chain witness and off-chain transmission
trustworthy data sharing platform

ZHANG Zhao', TIAN Jixin’, JIN Cheging'
1. School of Data Science and Engineering, East China Normal University, Shanghai 200062, China
2. MCT Technology, Shanghai 200023, China

Abstract

Blockchain system can build a trusted infrastructure for sharing data between multiple untrusted parties. However,
directly uploading original shared data to blockchain is not suitable for large-scale data sharing scenarios. A data sharing
architecture where data sharing request and response records are deposited on-chain and original data is transmitted
securely off-chain was proposed. The architecture can alleviate the problems of system overload and privacy protection to
a certain extent. Finally, with the increase of participating nodes and the data sharing requests and responses to be handled
per second, the limitations in distributed storage, consensus protocol, smart contract execution, and query from light
clients, directions for further research were proposed, in order to specify the technical bottlenecks that need to be further

broken for the existing blockchain system applied to the field of data sharing.
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data sharing, data property rights, data tracking, blockchain
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