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Abstract

Blockchain is a kind of decentralized distributed data storage technology. Blockchain can solve the disadvantages of the
centralized data market, however, distributed data marketplaces also introduce the problems of security and privacy.
Firstly, the current status from industry and progress from academia of the bid data marketplaces were reviewed, and then
the required properties that a well developed blockchain based data marketplaces should satisfy were proposed. Based on these
properties, a blockchain based data marketplace framework was proposed. Then the potential security and privacy problems in
this framework were investigated, and the corresponding solutions for these problems were designed. Based on this framework,

a data marketplace demonstration system was implemented and its feasibility and security were verified.
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