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A survey on the security technology of
edge computing
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Abstract

With the continuous development of Internet of things applications, a large number of mobile terminal devices participate in
service computing. Traditional cloud computing models cannot adapt to the rapid growth of data generated by network edge
devices, and edge computing models emerge and become a research hotspot in recent years. The concept of edge computing
and the reference model of edge computing in the Internet of things were introduced, the vulnerabilities of edge devices and
the main research results of cryptographic security technology in edge computing were summarized, and that symmetric
cryptography technology is not suitable for communication between edge devices, and identity-based cryptography
technology is more suitable for communication between edge devices and edge devices was pointed out. Paired-based
cryptography is more suitable for the communication between edge devices and base stations. The application of two post-
quantum cryptography technologies in edge devices was discussed. Finally, some suggestions on the research of edge

computing security technology were put forward.
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OIS o T2 T 5 3 b R A 2 Ay 5 U B 5
BT R: BTG EHA LMK

PRPUER (P15, FFRE M PRGH R
MR B FAEH o AT MBS UE, AR B ik &
R IRE R, AT EEONY A~ PR S
PRIRBR B AP L HIEB R AR 22,
FERUES B R A, 20 E S (5
BBARNE, iR 25 UE L, WS4 5
S EIE AR B PRI K532, IBCEL
ARFT MR BATARAT 58 TR 00 T v &
T, BT HRITE XS 7 B S Ay AN 24T 18
15, A AT AR AR AT ) ELAR 7 ANKIE B Bl
FE, RS EGE R EN T Ze
T {7 R I B o 4 B o AR 3348 B BS B[
W, B TR S 01D, AR B
FXER A8 I, 3T S bR iR i 5
EEE G X DG TG R, BT K
AN AR By 2~ PIAIE S

3.3 RSAFIECCEMHAK

Gura N&E A SRR T 72 3% A 18 {8 s
(/N B SEERSAFIECCHRY AT T
AT B S T B X secpl60rls secpl92rl
Flsecp224rl L1600 19247 F1224 6 NTST/
SECG I 2 1 12 h Ze b B e i LA KL RS A -
1024FIRSA-2048ES LI 7 HLF & _E AL
A% . Chu DEFENSSLIL TECCTIR A
ANEFGERINGE B2 T %o Gouvea C P L
EENFEECDSAH ML 17X L8 F - flL b
) Z S SHL A& 44 J7 S VO & 4 B AE I (A, 9
TEZSSHY B RT SE I, B HL 71586 (BN -
158) Fl1254 7 (BN-254) [ K H0h_E 1w 4%
BN (Barreto-Naehrig) Mgk 1T 7 58
Mo AEERBMERGABOT HAF
2 B [ it 2 b s b e e s Y T 02
HCHE T IR N 22 7 2%, ISR T BRI
HELHIGLV-GLS.
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FET RO A %S (pairing-based
cryptography, PBC) B ARTT R EEH T4
GR e BI R HYEAE, IOVPBCHISE A K
INFIEBERT A PR (I ZSSHI%E 44
KEZECDSARY—) o (AIEPBCTT AN
G0 G B GO S, RO
F R FIIE AR SR, A ) T SRl
R, BT AT A st S8 A5 T AR AN A A4 50 T
R K. BRI T S 2T Weillic
XFHIET B Oy BN (identity-based encryp-
tion, IBE) Jy Z&0), 1% 5 S AR 1k T R4 T7
FU =T E I AR BT Sy
B T Bl R R SR N T SR R
TR E N T R 5E R . AESEEJT I,
THREC HU PR RE B Miller LU0 25—
ANC R R AE AR AT S 2 B Y weil FiC XS
M TateFi Ao TinyTatedF 22K 2931 sit & AH
TinyECCHIRSA-512 1% 2 I Tate it %F
801, fENanoECCHI¥!, MSP430°F-H A LA%>
BIAES.25 sHT11.82 s5E il — AR ZR AR
F8ORLZE A (RSA-1024) HIBCRT 5o
MR (Z53CHR(7]) , RIES B
AR GEREAE -5 BOAS A A6 5] i Lo 2H 1 1Y
P d 3fe 3 FU BC X T S A B[R] BR 2~ 748 D T
SEHLECXT, K2 HWF 5 HMIRACL (mul-
tiprecision integer and rational arithmetic C/
C++ library) R % FESR A T AR I ih e
EPATERAET R R A TR

3.5 BERKAK

MR AL — P BT A A
AR (ARG R D), HAA R
AL FTRT FEAT AR S5 4, 25 2 K st [A) 25
WHSJT % Hoffstein JREASHRH T—Fh 2>
PSR JT ZENTRUEncrypt (number the-
ory research unit) , % JT EIWLIME T —
TR T IO RS 2, FROINTRU K
Goldreich OFF AN H T— B T 1% 2y

A (A A5 M JEE S B 7 48— —ACV P
(approximate closest vector problem) o
Hoffstein JAF NI H 17— Fh B TSR R 47 7k
NTRUMEHACV PHI A SR TT 52—
NTRUSign. iX 2875 & & 2 0T
PR, T A SRR R, AR
Z A I, NTRUEncryptFHINTRUSign
El A A0 TR 2 B 5 S 1) o 4 1 R R A% 44
R HH . - T NTRUEncrypti#4H—
A RAF A B — D 2n 4ENTRU M I n 4t T
T, AELAE DA 1A R0 SRR A ST B A R
HIACV P, WLZHURE JX I ) — > 58 B A I
Ho M Tumblerf3 EBINTRU M i 25 FH
QI AR B LR, NTRUB SR

O R Pt

2SR (871 /ENTRUS gn-251 EHE(T
TN STEEERNTRUFBRHEIHH
)~ A TR SRR S50, AR SE50 il
TAAAEXTRME, 400124 2 VA TFNTRU-
Sign-2512 SANTRUM . SCHISLEG 25 5 R
fEFINTRUSign-251/98 0007444, Al LATE
JUAS/INI IR 2% 40 . 2 2% Sk (891 42
T80 fhr & A Z KU AR HF55 0001 & Al
AT LMK & o NTRUEncrypt/f fift 25 25 W
[P FHNTRUBRHES B, B R84 B
BT RETC B % o Howgrave-Graham
N &N ORISR B, i Ok O AN T 2
PLHY, TR A fifp 2 2R L 4 A B AR AR 38 v T
NATTHT T o 2 SR 7™ 4% 38 8 N T R U A3 E Y
W, BB EN=139F], 2124118 Bk
DRI R W, B2 HIN=2511,
225 5% Bk & & A — O W AE
FEATIE BT, R AENTRUSS S, Al 2% 4
W Az A AT R Al R0 5, LA A T A RE 200
Bl Howgrave-Graham NEEAPIZEET
L FE J7 5 14 4 P TR A R A 2 R U Y BT RE
52 M PR 2%, DA A X 8 2 O 3 5 R % 4
FUIMH K. 2%k (9214 T—MAT
NTRUEncryptfJCCA2% 27 7 %,
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{EIZE B VA 25 8 i 5 2k WL, 358 B AR 56 1
MHTHINTRUEncry ptZ 804 LI 77
TEBRBE o JX L6 [A] BUAE 22 2% SOk (93] T A i
— IR Buchmann J25 A S0 bR 5
ZEHF R HAYSVES-3FANTRUSVES, AT
NIEEE P1363.1-D$2 HH I S 25 £ it
7 ER PRDI e A B KN AT

3.6 ZTEENABWHAR

Z A N E B RS (multivariate
public key cryptosystem, MPKC) HJZ4 414
BT R A A BRIk B R AL AR i 2T ARk
PETTRE (—MN 20 R, FRMQIR]H,
FR. 9 2G5 AMQPKC) I MERR )T, EIE
A KRB 19 MQIA)UAE 28 B AL e B
SENPHER [ RT, H RT3 A SOR % R
YRR, R, MQPRCHL 2 $T F T+
R IEEN R — 245N
BH A5 2 4 B 2 B B PR AR e A — A
rhUs il SR 2E e, RAH A BB AL AR R 05 5 AR
o MQPKCHIME ST RLAE R/ N A BRI
sz, TR, B RS R,

Czypek PEEANIIE32 MHzI 8L
AR BB TMQEA TR, Hif
FEiUOV. RainbowflenT TS5 & &4 &
o Yang B YA enTTS(20,28) 1
MSP430_ELA8 MHzIZ 1T, T2 £ 1 ]
K71 ms~ PG UERT AN 726 ms, LAFF
BERAERFE TinyOSTEHLIT1/32 768 sHIHL
BE AT I A, PR E AT 000ik. 5
Tmote Sky EHJ ZJTKoblitzHIZ M7,
enTTS(20,28) 2 Z il L ILECDS AR 1. 81%
ZEA, THECDSA RS IETE & FenTTS(20,28)
P2 gafis/idas SR, A5 BEAE LR AL 21t
N AR P FIMQPKC T £, PRIEE %
T B bs R B A 7 St A N o 5 1R
EHECC-160UE AL, MQISE HH T 56
UEA AR PRIF T A SHUE R IR/ (K

FE) AR Ko AETCLMAE T, — MoRiR, %K
PR RERE RAEH A StHY. X L,
HE e RE AT AR X L8370 A& . 734N,
T A PIIEB KI5, 7T LS
FEHT H R IR MQIR . EA AW 5T
T B4 T7 Z21BS (identity-based sig-
nature) FJ—MAaE s B R LKA~ 1
544 )7 22 PKS (public key signature) J7 5 %%
Bl —MIBSTT &, Ji ikl KAk A ER
PRGEMEZ 18 A LUIH
ERBEL LB D ET R AIMQEE &, FE
FTEOFRIRFIMQEE I K/ e — A1
KM EP I MQRE MR, AW 2
FIRIFA IS B o DRI, A3 — A 1o R
TEHBIRRIIMQEE & J7 ZIRA L, (HH
I AR DL B XA 7 6o A BAED G5
IR 2 A i N P e 2 ROR, R
G5 2 B R /INFI A it AR v g o B R 4
A KN ITE g /)N [, 2 0 2 A
28 4% A il i IE D R R R RE 3 FE L 40 2
B /IME . MQPKC HI 4 #4< B2 FIIE A5 T
B, BT i gt S AT IR A
W FEFACAL -

4 ZERIE

NS OSSR BVE. SANC VIS ey iR vl
SAt AR EZ. BEEMLEITHEENZ
WA, LR TG B R
AR (GG 3T B bR AR B 25 A% B R
RSAFIECCHE M B A L FH T lE X F) 25 i 57
RIS HEM AR 20 A BB AR)
TEB AT F PR R IR, 44 e T
KRB ARNES TR RESDLEIE
ol g S e M EE, T8
By PR B 5 S B R B IE & T I R 45 B
R EAE, FETHN & AR
EA TSk B3 iE s, JEhe T
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