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Abstract

Blockchain technology is a distributed data storage technology that is de-centralized, de-trusted, open and transparent.
It can reduce the cost of trust and realize safe and reliable data interaction. However, attackers can easily obtain the
transaction data stored in the public ledger, and may extract transaction rules and other privacy information from this
data by applying big data analysis techniques. Firstly, the thread of attack of data analysis on blockchain transaction data
was analyzed, and the attack methods based on data analysis were described. Then the privacy protection mechanism
of transaction data which was represented by mixing mechanism was introduced, the basic principle of various mixing
methods was described in brief, and the advantages and disadvantages of different mixing approaches for the problem
of whether a central node was needed in the process of mixing were analyzed. In the end, the limitation of the existing

technologies and envision the future directions on this topic was discussed.
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