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Abstract

Social network analysis (SNA) is a general and effective approach of studying the complex relationship patterns
among social members. Public security field was focused. Firstly, the theory of SNA was introduced, and then
three applications of applying SNA in public security were described, including crime gang mining, core criminal
member identification, and serial and joint cases analysis. It’s beneficial to readers to know about the capability of

SNA in public security fields.

Key words

social network analysis, public security, criminal gang

2017018-1



TOPIC &€&

39

188

LR, fEZAh R 8ER (online
social media) MK &, ffE . AA
% . Facebook. Twitter& 38 IR 55 & 1Y
HIL, 22 4% 34T (social network
analysis, SNA) fiARME RBHALT 72
A I, R 2 L RE I I A s 1 Ty =i
LHE B LT A A2 W 45 20 5, n4-im
HAF G EECE H R #5577 =, T 5
RAG T BN EALF R AL 28 W 45 i dls o o
TR BN BT R PRI AL A R 2% L
P, RN R RS 2 A1 28 W 45 43 T4
ARFENT B, 18 H T2 28
FORTT RAFERR

FEAZ 2% 3 AT R LA 5T AAEAL 2 I 45
FRER AL e R S A BE A S I 4% G 1R
TEENE, Wik B2, KNG RS
ISR S B NE, BT SR & T
PLSk o WFTSCHTIR, BEE A AR R HIBE,
SNAFLARASFT RN L s, Bkl ik a3,
w4, BEC AN B AU, e, 1R
FEAT IR ARSI, i 55 1 AL R o 4 28 I 4%
3BT ARG ATT P R 7 A B ST M 2%, T]
DL B 2 vh LA s i S g - dEA T
ERETI, B R I 4% AR T R
A N A . 7R R S5 S, R
FPRERER, 7T LMSEIH P 58895
[ 4y Wy 9 PR 245, T 0y B R P ) ) S [ g
SER 45 FESLIRINSE /25 1, TR AS M 45
AT T BT LR IR 2 P RER, AT 9
TN R o

[FREHE, 4128 W 45 3 AT 43 ARAE R —F
A IR TT B A RS T
B S5 R IR AL TR R B, RS
BRI 55 AR, 2 T35 50 SR A A
ST SE A A R bR R,

XS AR TR L SE AT RTBES [ | BB 1k /Nt
F150h7e B ML T, BT
T T LU P P 6% 235 M iR AT A 1o 245 HT
— MR LR — DA — D AE L — A
R, T MR 3 2 (AN A 45 5
ZEH R, BN SESETT R 28 5\ 2k
Wisr FZ IR HEERKR . FES2EHZ
(ORI 2255 H AR I AL ZE I 2% P, 5
T8 L AT A, B AT AE AL b DU AR
AL AR SE N Z (7] SR SRIESE N5 2 H
N Z (8] AR HRAeSE NS Ha A Z 1A
BRFR, R i Gy S A i B ARAE | E e
s SRJ, FUHAEAE M E8 S M BOR i E B4y
T, BEAE ZI ] H A RSB A | KA
AR AR, D8 B3 A S PR TR B 2 4
RAEEZAENER.

SR, A 22 400 N A5 B J 14
FEORE T 306 Do 2 20 B W, 4 22 B 43 T
BRI AR B IEIZ AR SL iz g1, 422 %
L& HT BRI — NS o 28 T Y
AT AR, 2 2 REERTTH W TR AR
SR ILEVUNAE, B NS A Z AR
KENWGINER, AEIE WL G AT B AR R
AR T FE A T CEE R Te AT
SE & A3 AT AR Y B AR IE AN T ¥, BE
IS T UL 55 48 AL SE W 45 S AT A
LU HEA TS AT RE I

o)

p>

2 HEMERRBCRTE

FEZE W 255 43 M7 B 2 i 5 At e AR TR
NENZ B L5 T 5 . 4% B9 fT
F R AR B AE N 4% FR A AT 15 326 1 — ]
FRb BRI AT 2% o T AR A A7 B
AT R 32 A 48 52 o AT 3518
FEH A, AR S22 AT $ T — B T )
W28 Y EAL A AT 75 3%, BEX 28 PR Y9G 2
B TR SN A T E R TG

2017018-2



40

BIG DATA RESEARCH K¥E

2017018-3

R | e e S R A SR N
K, 43 B RO o A Y AT A B
SEAETE I ZHE AR Pin A A 2R L
P, M SEARTRIA R R &R, RIS A
ZIHBE R M2k 5, ANRAFRINE
KA, NEWmHIIIA KRS, A2 W
LRI AT R N A R W TS T E B
B &5 SRANTT AL R 7R o T THT A X TR A
AR FLAR T BLo

21 EEST

TERSHTINE R B Z M 2R, 4
DR 2% I TR A A ATT BB AT L A X AT 45
INEa

00 R 43 A 32 I 5 79 R 7E X 4% T
b7 B o A B R
W32 79 A X 4% R A SR 1R S T
ALYy NEE IR EEN s e SR o a vl
sy EEGE A FUO 1 (centrality) U5
AR EEMEF TS, 2 2 FER T
58, CERM TEZMAR RS L,
fuff PageRank. # SCARGURPR A 2R
(hypertext—induced topic search,
HITS) . 141 (betweenness) HuO P, &
7 (closeness) HUOME, FETJE (degree)
HHRORESE B — A O X I 4% H S R
AR AT AR BB, MASTR] i Z)
[ — SR 4 P R, DA
FERHRO ], — T RO R R, B
ZT R ERRERW A Z, WAy = E
L, XA AR bRk H T X R RLE R
HI 2] o DA 2228 R SCE N, T EH
R R — A CE, W H A Z (A7 4 — 4%
W, AL FE — N T, — A4
N EAEE B %, RIR45 R, Al
H1iZ NAE A AR AL g i AR K 5541,
SE TR AT A 0 R X 285 R R AR 1 ) T, D
18R O A N 2 R B AR DRI O REAAR, L

H AT E RS HT

B4 43T A TR LT 58 6 52 2 X 4% R
M. BT AR IS, 8T g S i
FISE S I A T O IR & BRIk 2 A,
— AT 58 U7 [0] 2 R 2% HR R B 4 T
I, BPAR T8 10 45 () 4 SR H Fh 45 A T A 50
PR, T AR R A A AR I AT REME . BT
W 7k E B N2, B— R
BT AR TR, B 7 AR, &
TR R i A i R AE 1] B, B
TOAEES R Bl 2L 2 PR B 5
B TS T VR A T R W 4% 2 R el AE A 3 T
AT, AF A4 AR R B, BT R A
ARJFHEAFAE AL, BB N R4 %L
ego—network(F /2 RHIE, 1507 A5 1Y
PRI 2 S ARFAIE o

ek DA AT IO 2 5 R A A 90 4% T R 43
G P AR AE BB N R, &%
FAF R B0 AT FH F %8R 2 47 i B, R E
eI b ) ) e A A B A
e SF LM [ 0 1) 7 3 (R AE T DAA S I 28 s 5
—, FETRHE TR SRR, kB2
TR R R T, KA AR R AR,
R RSB TS TSRS 2, —
NN JE TR — 4L X A G 2 (A —
FEMBR, T2A TWTFHERK 4, 4
IX e (2 TR A0 8 e Ak X T 3200 B N 2%
T ERAL LG, o Bt i TS e
(modularity) FIAE S, HPREE P A RE 25
(density) WAEHRE MR, HARE AT S
2 ICHRI2],

2.2 AR

AL e 7R B AT M 25 O SR PN S5 4 1
AR PR IC 2R PR AN 2y 75 =X 0 4
£, T, P LS A B 77 SRR
AT HTIZ IR E% . ERT, £ 458 W0 4% BT 7L
R FERBERT LAy A2 o 55— B



TOPIC &€&

41

JE S E B IR E R 7, (T P
ZLA M REE, HEan— AT R R 2 MR 45,
PV B A ARG R . T 62 /N
T P P T AN A R L AT B SR,
#Springfifs . Force—basedfiJ&%, &
TR R K B ASE R 45 AT AL A T AT 5
FH OB AR T7 28 o BILSIE 1 4 22 90 265 00 A ik
ek, 4 Facebook . H IR #4544 25 4
AL E LA TR G R R E TG
T Ak T 0 R ARSI 4% . BT I BT 9T 2
A FHE X A(graph embedding)Jy %,
T IR B g R R AR, R
A 22 (A T i O T 2 o ek, TT
DIRAG s A, DT S 4 A B o] 245 44
P AT AL 2 7, S P A BRI 43 AT R
A5 000 455 (e — P BT T 1 T o

% HEMERTRAERRRIHM
&

AT BRI AL LG T EORAE A
LU BAR Y A7) 5

3.1 BRAKEZHE

MEE AR A JE, LR T BB ARt
FEA W s, SR80 I E R ) 5
FE—ALIREIK A ER, B AT T RAA, 18
AW ELBURR ER AT E Rt
B EEVESR KN ER, AT S i,
B NATTHAZ I E A, AT 78
WEEh, AAL TR R, AT
FIHRE, AT, A AL T3
FEWCER A (R, SIS 2L, AAE
B, AL, AAMK. Bz, BIKE
TR T, RIS R U T 3 Hop
— I EC LA PR, ORISR A
B, B A T RE E T A AN T 4R L0

g PRIb, WA A EKRR B3 43 AT I AE A
PIER R DY A AL S G, KA R T SR AR
BER R BB, R BT — K
MR

Fh 28 R 285 43 AT Sy b G 33X X ) e
R T AU SCHE R, AL X R B2
W25 A3 AT 1 — T BE A P 25 T 2 DA 1Y
20877 R, A0SR BIK RIS AR A 5 2 5D
FRIER 2, FIAK NS ¢ R 5 K AR 1 56
RAE R NZS, o, AR
TR EVI NS D NGRSV ST & i
P LR NG, % B A BRI HERP,
AT A AL DX 0 ) SRR ) — A RIS 114
FEAR, SR JF TR RS 40 i 43 25 07 2, T
FEF R BN IS, DR 43
H/ZINAT AR

ZEANFBAREB 5, FESLBR AR, 7TEL
it N BHITHUE, BEH . 418
ISR FEFRE 2R, HEK—KR
R4 SRS B S AR 45, I 22 8t
IR 43 SRLRAT B — R4 v P SR M P AR
XTRRAE A R Z (AR T3A) AL AERT
BRI, WIRT AR5 A 58 R4 i 5E 40
SR AK o BTSSR AL SR AT 0K, PRI I
PR TR AL, 1) k—means 3t AR
PITH A EA T 4328, TR ORIk o,
TSR AE TT DAL A fe A B0 7 I ] L T
EMEREE, Fa, MR o i
SR B0 TR i 34 T B R v RO, AR 5s
N TR 53 HT

L b, T SNAR AR, REA 0t
e A v e T S R AR T R LK, KT
BEAR T 45 DS I AE AR A TR

3.2 JEREMRPEIZ LR RIR A

FEo AT HAR AR B LA, w5 2t — 2
WA E K 35 AN R R A R T o L
PURGISEE 3 3uks NS IS PN EPS RS i

2017018-4



42

BIG DATA RESEARCH K¥E

2017018-5

(5 HL A 3 AR ) B A, TR R BE
s B TTARERL BT AMKA A s ZE3E AR L T
AR BUR RO AW T ISR
L RS B 4 T BB,
PR RS AT 45 5L, Yo FR IS R O 2B 11, A
X2 HEAT T AT B X L
e T P AT L3 5 AT S A e
IR B B S0 LB B £/ o
B B R  X ELEL R 28— R SRR
B ST L P4 M
Boh, TR L ROREC, S R
15 EL I LB 1 —Fh s 5L b0 P BV oz
5 I R — 5 R B 1 30 2 sk
o, s, BEhO R DU R S T
1 1 B B 1 B BE S | B A2 7 DB
Rl — AT AL S S
KB KR A0 22 B T, R
JyK-pathrfCotE . MBS 7R B 5 W 2T gy
RS %, K-pathi D= TR S
AT HET R B K-path U 3B
K-pathtf Oy AT A0 (I K-path by
Mok e R AR S L FTDAE
(TR B 4 5 — M B 5 DL K
FIBS T 18
A HE , — i H (B 1 LR A
9 50 0 B B T 2 — A B
T, (5 T b . TR S
fr T S A S g O R A G
Ve AP AT DU S — 1 5
et 5 A I ST B B P (B
45 v S Do (T 422358 (1) T
n—1
W) =<5om (1)
v'ery
HA, nFE R R L dv')
SR R R 22 (6] B J L S
U A 5 A 2B B B4
T B AT T 4 M A T 45 2 4
RS T T AR, A O

PR A ) LAt P ST o R B A P
N, AE T 4 R e R B T R

JEE 1 2 AT AR, TRt B B g 4
WCHAD T AR R
HRA S HRUC R A AR E AT
Cy)= ). ]—5‘:5(”) (2)

Hrf, €, )RR TR u iR Aok,
0 RN TR M Z MGG EH, 6, (w)
FTRAT R s A2 (A1 8T 19 R R B 0 B P
Ho B SCATH, s SO 7 — 4 A
FITHE B B A B AR AT B 2 )R I B A AR
X Z A —A dr e Hr O R, 42
HORA B2 015 R B Iz R TR I

oy, DU EE (walk ) PIMEHEA,
7 AR T 2 R B A RO R S . R,
Katz O I 5 R H A I8 g 2B 220,

%ﬁ@%ﬁﬂ%iww}éwa%ﬁ~

AL E N L HAAL E Y O F [ 1
BERIR—NRKTEMENRE, LT
R, HAF O DTN . fEK atz
HUC At |, 77427 BonacichHO

ﬁ%ﬁ%ﬁé{imﬁ}ﬁ%ﬁ%ﬂﬁ

1
=
{H. KatzH O PE R Bonacich HO P4 A2
Hubbell 0PI ERTE 2. HubbellFls
‘riﬁfu%%ﬁiﬂsef(i()()f]y, Horr, xFER
FEPE, yFOR M,

w5, T4 4 R s B —
AR E T, T R TR R TR
FRUOVEEE W, Hifp, PageRank., HITSE
SRAT B — P DT AR B X 4% A
PR TR, Bl Sy A TEF Bm O
PEE o

iR Z RO E S, DS AR S
D et T R B R R AT T 20 T, R A S
B I 45 175 00, 1 56 B A 8 Font 45 R Y



TOPIC &€&

43

BT A T e, AR — e
Zerh, GG i & DL P s AL
REEFEA W25 TR, A8 A S RO R AR
AR X S AR R AT B i BE L A
DLSEE “9 - 117 R 28 7 19 A0 g8 [’ 25 1)
i, AVEE LAHT BB SRy B A T

“Q - 117 2 FR A 198 43 TG ) 2
FIZE SRR B TR A A A G
P A ROV FiE B TR HE T R 28 HR g 5 B
Hi—— Mohamed Atta, Jij /5 UFESLAHIA
2 R R BRI S . e 25
FEAZ 2% 43 TR AR AR T vl i i 4
AT sEE T HIESE

3.3 BIERE

IR A LRSI RACRA —
MR &R, iR L2 TR G 2
PR FAT O T 1X BRI OC AL AR [H]
—AKARAR IR A BCE SRR T B s
3 2 DRI ER I AT, LRER T
FREANE, T H BB A D AR
o AL WL ATAT R TR A — AR S A
T B S AFREAT BRI A RS2 AT 2
FH [/ — AR R AT o By 25 e, e
AR A IR T2 R R 45 &
FEZE WA 2% S AT 150 R A E BB 25 SR (Ul 1 (1

PLSE 3N A 25 R AT R iZ B IX— 2 471
ERIEHIFE B 0, 2R el R AL 22
W2 AT FEAT RS, NI 72 A2 1
R BRI AL FRBESE ) o AT F ST 2R
IR AL S B — 5K X
% b, SRJRAE I A T R LR AN IEAE A A
N AL HAFE XA 2R R A B A7 FEER
Ao T, ATELZXPA (AFIB) HIZE# N
T, FIRSRAARR AL RS, M T—
FRARFN 4, BPR 4 R BL T 2 AR Bk
TERIA R XA — 04T, K

Mz A RIBNAAN G Z A FHDEAIE
HIBE R, T2 48 Z BT ARB A Y [F] — 1k
MMERIE T R BRBGEKR T, &)=, 18
AL SR T 2, X 2 5K W 25 34T )
O PR B, O T R SR R A T B R R
HIZEZR

4 ERiE

O B TR M 2% 0 A R AT T
EHT R HKRE A LG T 2R
RN AL ST FEE 2o iy 77 XA A L
ANHIK . AR, HEAZ ML A T BRI
J&, AR L e 7 ECF AL, R
MLl e P a7 2807, i B A5 T 35 B
iy b TR AT 43 A7 SR AL X 2%, AT 42 7
IR HIRCRAN & B T A5 W %% 0 T
BOAR, W oA Btz | Mlas 255
Z b HL A R E G o0 B R [R B RE A% 32 7
AN EHTERE S, AR T PRIEAE &5
IERSE . g R J& .

SE i

[1] FREEMAN L C. Centrality in social
networks conceptual clarification [J].
Social Networks, 1978, 1(3): 215-239.

[2] NEWMAN M E J. Fast algorithm for
detecting community structure in
networks[J]. Physical Review E Statistical
Nonlinear & Soft Matter Physics, 2004,
69(6): 066133.

[3] TANG J, LIU J Z, ZHANG M, et al.
Visualizing large—scale and high-—
dimensional data[C]// The 25th
International Conference on World Wide
Web, April 11-15, 2016, Montréal,
Québec, Canada. New York: ACM Press,
2016: 287-297.

(4] BRzEfl, R, Dk, & —FhET Sketch

2017018-6



44

BIG DATA RESEARCH K¥E

{E& B

s BEE: 2017-01-09

Top—k BE4# HuO B 2R AT ). T EEAL
4R, 2016, 39(10): 1965-1978.

SHAO Y X, CUI B, MA L, et al. A fast
sketch—based approach of Top—k closeness
centrality search on large networks[J].
Chinese Journal of Computers, 2016,
39(10): 1965-1978.

EBEEAE (1988-) , 5, fhid:, ALt HIE R G B A TR ARG, TR 57 [n R KRB S | &
PR DL, 52 2444 4545, BRTFESIGMOD ., VLDB ., TK DE&S EIFR—iaa A2 WU T F R #1048k
EERIBTL o GRG0 Al IS R R 38 5 RS

BRES (1973-), 5, W, AUt EIE RGO IRA TR AR ASRCTO, PEMIFERFASE (CIPS) M
g, PEENES (CCF) KEIRERZERAZRA, LT HIRR A E AL = (L HA) HRRER,
EEPNENPNS S S e o i i mes [ N S S PN o N € AT Lol e ey P A W s S WA B P AN 1
i Z LR RER RS,

[5]

(6]

KREBS V E. Mapping networks of
terrorist cells[J]. Connections, 2002,
24(3): 43-52.

JOHNSON J A, REITZEL J D, NORWOOD B F,
et al. Social network analysis: a systematic
approach for investigating[J]. FBI Law
Enforcement Bulletin, 2013, 82(3): 1.

2017018-7



