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Abstract

Privacy disclosure issue becomes more and more serious due to big data analysis. Privacy-preserving techniques should
be conductive to the big data applications while preserving data privacy. Since big data has the characteristics of huge
scale, numerous sources and dynamic update, most traditional privacy preserving technologies are not suitable any
more. Therefore, the concept of privacy and life cycle protection model of big data era were introduced firstly. Technical
state of big data privacy preservation was elaborated from the points of view of four stages in big data life cycle, i.e. data
publishing, storage, analysis and use. The relative merits and scope of application of each technology were investigated as

well. Finally, some important direction and tendency of privacy preservation technologies for big data were suggested.
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AT RS RACR I LA 2341 20A7 i 2R
O, ffr] A Rk ot F P AE ECHE T R,
AT T AR TR T 3RO R E R 1T
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FH Y U A7 AR — 5 B PRI, T A ] 17
P T B AL BRI A SR 2 AN R A O T
T EEE AR IZ I | 7 SFNZZR3NTT
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5.1 XEXHN KPS FAGRF

I BEFIL U P B AL R 47 B P 2R T
LU S22 AR H (distortion) , RMERL
SEREHURFLIN AR, AN i S R
HEAR E/INT — 2 HO T S B e B
¥ BF 2R A (blocking ) , 2B
ANE BT AR, T A X5 A S S50 oA ) ey 43
TR BEAT R0 . 1X I T7 YA H AT AR S
W] F 47 i EL AT — 5 B9 A TR S M 1 TT 43 1)
RIX LTI TN A

EAFHRTT i, Atallah®E AN W2HIER] T
SR FH R 8 77 ¥ R AT SR 06 42 A — A
NP [ o At AT TR SR A 5 Y S e
P EAT AR 4, AT P3P SR 1) S -
FEAFEE . Oliveira®E N WSHiE HE T—Ff T
HAm AT A e ik B, TR —4%
U rp,, H BN R UK ER S5 T rp )5
ok, W T — S BUSHLINT, R s L
W 52 55 B e AR Y B0 A A S Victim, 5
SR, MR S5 1% 0 1Y 2 R [ E o, K4
— S SR ) - A E R R e ) B 55 L
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iNumTransrpi; I a AT E R A, X
T — RSO rp,, 3 Trp PRI 55
T IR h SR B T R, 1 BT [rp 1 PR R
NumTransrm./l\$%TransToSanitize, XTEL
P DPHIEE S, W€ TransToSanitize,
PR AR A T Vierim | R 352 S B N T EY
HAED' .

Chang & A MgE HE T S BRI BE 5 A
T3, X R TT AR R A B m 3T
S, T A R SRR ) ) A S 5 40 AT R i

(FRICHAF, W HIRSEA) , PREFTEL
L. AggarwalFEANRESE T an{Ar
B — > /N G, AN T T ki i #L
PEAZ A8 0 T T RS S o AT
TR A PR AR T e, IR T —
AR K B2 i HUOS BT
W, FEEHRESHERLES, £ ZMAT
B RN S PR A g m , 8
T B EE AL RS, O S A U 12
SRV 25 T2 HOANEEURE, NT /) LAA S0Pk
FEERA

5.2 HRLRBBFAR

PR REOESE SURARIIDY S/ k€ S
A BRRARRAEE, PR I T B U 4
L RUF H AT ORI, XTI B iR
TE PR AR SRS B SRR B I R I, A58
M LA 15 P R 1 B o

AgrawalfE NSk H BEVLHL ST H) 77
O AR EC R BEA TN, DLSC B4 SR 45 1
(I BRFACR AP SRV 50 0 H 4 R AT BE AL AR
B, W TEAEARX L X, X, BILE L
RS AT AL AS B X, AT BRI G
HARE, R IAE _EAin— AR M FE
UG Y IRENLELY,, Y, .- Y, WSS
BAIENX Y, X 1Y, X +Y [T, iEh
Z; SRIG R AT IR S, BRI S R E A
BENLAE oA Y. ZLA R X+Y=ZK &,

Y. ZWEETEX PR, B DA A AT
DU B S s B0 A v ik AR Ty /72, AT 75
B F BRI X e a s 2R i e,
(CEINEY GEVE TR iRV, e =g: 1)
N7 RS T 1 43 2R T7 1%, a1 R SRR R AL
PRREAT 432, AR SRR 1 .

Moskowitz L M&AWHE T4 N

“Rational Downgrader” FBRFALRIT 2

G, ZRGH N T RS R AT IR
AL R R B, B AR ] P o s i e
22 BB BN T B BRI N A L A B
MG . Z R G FEEALFE3ANEB 47 He ok
B8 43 FH T P47t IR L6 75 SIS0 U T e A ) e
Ky NEER o T IE C &t 2 R AAE
KB BEGLATRER 43 BRI S SR 1 4328
TERANE .

Chang& AW Y T—Rr e =X, LA
A PR PG (downgrading) SIAHIEERAE
JLHE R X AR e S R 4
F B AL T[]0 5 12 2R FH P SR 31 T
53T LA R G B 4 [R] iR AT 2950 B A o H
R AR A T RT B R R B T
FORAE H X 73 2R HUN A T ER A o 2, 3
AEC gl e P PR I AT 40 S RIS

5.3 RELFRHFBFARIF

5o B2 R RI LML, fRITR
P B RA RS, A M AT S I B Y
2z OliveirafE NSRS R AT A E 58 %
SRS B AR S LR AR B ) T R R T AR
AR B SE G RBa TA N 2% o T ¥4
2 0 AR R AT LR AR B, DU SURE
HTRRL, RIEERELR, & UM
AR e AR AT DA B BN T Be g SRR 5.
H(ANKIEAR) BE1T 226 142 i 77
AR BN FE LRI BRALTT A B T e iF
AP o

Vaidya&F A POHE i 7 —Ff 43 A =
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K-meansZ2ET7 4, %7 L T TH AN
il B AR [ — SRR A AR R 8 M A
o 0 FH I ER2ET7 42, B/l sOnT LASE ST
FEANSLREE T R2E, (B S B A
SR ARG 5B T B R A,
MTTEAE RS PR R P OR R T E R Ba A

6 K#EHIEFEA

PA 3 &7l BIECE HIES 27 N o 2 R o il
L8 F AT DARMAT RS B 75 (] B 26 R G i vt
P, DT A R S 3 f B S 6 3 1 e A
H I8 B (AR A, 25 A IE T ],
A B AR M R (o I R R B
AR, FLHH U7 sl R, anE 3
P74z (discretionary access control,
DAC) U gl A2 (mandatory access
control, MAC) PA&EES ] [n] 5 P EREE, 1710
PRI AR FE S LCARORE, HE LA A2 RER A
TR IRGE T Vs [ G A K

KA 4515 Geiys AR il AR SR 1 Hk
AT

o FHEHR A 2SR, KELR T B5(]
PRI TR B TR Geyy s d p At b, 7
5335 FE R P RN TR EFA AL B 5 R

o TERE PRI I T, H
FRATZRAN HAGEEETT, NP
SJEE B 2R U A FE SR, dnfal S
BRI E AT N A P B 3 il f e
HTIHR A

o R HHa T [ B H 75 5Kk 2, ANIH]
BN FH 7 LA (] R 7 [ 478 11 SR s o DA RS
W3k A s TR P AN E TR, T
FET P AR ZE O R BT [l FE 5 0T ) 3y
HU, LT R P ARy TRl i A

& G iy [l 07 =0, B4 B E 05 1]
Sl RE TPV RIRIE G HIE s N D AP ol b Y
PR o BRI, REG I A 17 n s 1 452 R

FEALAEET M G s RSN TR
I TR 7T ¥

6.1 ETFREmMHRES

HT Aanvr sl (role-based
access control, RBAC) B4, RI[aE] f iy
3 A= A R A AR 1A o i g FH P 43 i
e, AT SN AR T A PR 4 .
I, FEEET vy R E R, fAaisdn 2
HifE . HE, eI TR ST BB
DL E 1. K& = TR a1z,
wERKEANTLSS5M6E L. Aeallaik
Fl R A, fT4E T R A e TR

(role engineering) %%, fA€0, T AR &
H A& R P AR AR T —H N r e 4 i A
R HIVER RS T &S, A
R AR AR T DO P LR A iR A0 43
Bie . 00 S AL R O I B o xR
A (e SO AR R R iR
L BRAREE = & AR A5 28 XU &5, R & Is
S, TR T ez mEdE 8520, X
AR AR T B B N RIS B 2, — TR
T B o R T EE A EAR,

SCELECHE VT R AT A —TT T, S
P T SR B A Ty E s, e EE H AR A
£y, DUEEE p 0T . BRI, R TR A £a
TREFRFE NI B LR S R

RBACHRW T2 T E PR B
HH o PR R IR I 23 e 1, — LU aR
R N 2 E R G EIRBACY H, WRay
FEAIEH T LARB (location—aware role—
based) Ui AR HIFET, FERBACHE: A~
ESIATAEERE, B EE R E
KA F e T B AT T (AR AR 61
DamianiE A2 HHFIGEO-RBAC, tW{F4>
Fic P f i 255 25 8 T R P I AS A
T B FUR S A3 HY A BT RS R I
ZXRBACTT ARG, 5] T Rk
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&, AT [R5 I (1 5 0K B 0 45 F1 Y
G, (RN 5 T AR ) 22 4 o8

W R EE PR TS B ARE Y T I 4
£, Wt S L E A A RIS R
W IE AR 5 B 3R (59]2%
R A /M, BRER HE BRI 2 TiE Sy
AP —EZEE 2 —dH /Nt R s, 2
FICHR[6 0142 K /N SR & f 12 98 7
W, B LR TR AT 1 77 BT 4 1 SR 43
fata, SRJE DAB I ) b i oy 542 6 58 35
B G B A aIs i R R T AT
TR, (BT I B[R] =2 2% B v 1 )
R I E J® T NP a8, 2%
FR[6 1142 HY T—Fh & Bl J5 A R RS MA
KA ESK R . 27 SCHR[6 211 1 K2
P N R P R A b B, H2 HE 6 BEARUE A e ik
e, ITEE— 20K a2 i R 4y i DA R
RE AT,

KA I A 15 (R 42 1 57 F 37 5%
VZ, i RWARMIE . —2efff g im itz
WS AT 58 0 52 . FH LA, P 72 i
R O B AR A, DT A R 1 SR B AL
HLE B . 225 3CHRI6 3142 tHAE R BACH) %
it _EEEINTR AT AT &, Biresponsibility—
RBAC, XtH PR 47 2 a00A, IR I8
SCBRI 7 s f e A

6.2 ETFREMEMAREH

TRy RS (attribute—
based access control, ABAC) B04E
RN, AR RN REME . PR
JE M S A SR T P U R RLBR Y ik
JE o RBACLAH P HG, A KSR
RS E, WP 2 AR E &R | BE
B I [R] R B AR AL . FH PO B2 i 1 K 3
P (AN, gmis . M BR<E) LU R EE BT
AG R HAT LR G F R TR T R R TR
R ABACTHE I X @7 A7 @t &, 7f

DASZE SR I gm 25 /5 1) s
KA PRI TS, Bk R 22 115 A
PG b = PE s, FTErE
SR 5 [R5 1691 | B2 SR W S ik 4R
[ m o0 B B R AR A 1N e
SR AR Y o I S ABE TR DA ke O U
JEMEMMENERFEARTF B, SRS w3
TIABR 15 (] R 6 1« AnHASBEE i E K
RN, WS- R AR
TN FEE R 17 [R] 42 a1, 2 b o, (o 7 A 1Y
FMARE, ARy R, Tt
JEME NI H 2 A8, ABACH# S /E
FE Rt it b (A0 ) e — IR AR 45108
ABE¥ g 145 % SO PRV G BE,
REE RV 0.3 7% Ty [A) 48 1) SR s o (T4
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JFHHT 1R S T T O e, e e 2 A%
0] 733ty o AE X — i FR R, 25 S0 Bk AL
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Yrihi 5 A 09, R 54T ) A 2 RN EE T
e ifGit BE 8 BB K NI,
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AU, H A 5 5T o P 285 B0 o O s
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