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Abstract

In recent years, advanced persistent threat (APT) has become the chief threat to enterprise users. The traditional security
protection methods, such as signature-based detection and perimeter protection, are insufficient in dealing with APT.
Therefore, the status of network anomaly behavior detection method was described. The technology roadmap and system
architecture of abnormal behavior detection based on statistical learning were introduced. The feature extract method and
statistical modeling methods were proposed. The characteristic of abnormal behavior detection based on big data was

concluded and the direction of future research was proposed.

Key words

big data, security analysis, abnormal behavior detection, statistical learning

2015039-1



TOPIC @&

1 8I8

WAk, R R a7l (advanced
persistent threat, APT) 5| AKHIEEZe 4
HE TS, 515 B2 R KRR
R A NEEEEMAP T IH 26 AT LA
HHL, KBRS e s ok B0A
H (57 LA B A A P T 2k i FAR , 9140 g
MR AZ g . ELER AT E S AR AH] L S8
] e A ) 2K e ) 2 R 9 s A A T A E]
fF R A FPL A4 B RS AR B 5L |
EEF TRFER TargetAH%, APTIL
OB BE SRR, REE. KD EE
TR, BN A LG TR I Y T e 4y
JA 3

HTAPTH B A B T 2R
Yo 5 R 2 o HE L il Ry SR G S
FEsS, (B ST HRRAEUCTC |« 30 R B4 1 %2
A B Y8 1 5 AE N IS AEAE N2, BT 2%
B 56F AP T Z it RS 00 S oK B RO T B
TREAT NN Lo DRI F7 R
M FEACKE, W AT R AT 4 SR 28k
S AT R 0 R ) 285 S AT SR AR I 7 K
2%, PN AR AR FAE AT TH S BUS T
—EdE R,

TEERZ 2, FireEyeff R T—
FEETZam i T AP TR R S, ©
BN T2 4] W a B I TREA ST
MV FERLA, 1 B P PRI A I 3% &
W, AT AP TR I A E R T, AE L AS
IR N AE A PO R ) B A, AR AE
WS AT RE . RSANIHE H 7 —Fh LT [
25 SEH AT R Y Beehivel, Ji ik X
A0 Ml o 28 BR35 H 25 218 HAE R RS BB S
ST BEAT S RGN, (ARG I &8 SRAT R0 1
WIAMB AT B R BN T 5w TAE. 4T
XFAPTHH:, PNV AIE 1 AR TE il 5o B AT

R T %

TEAAR G, BT a7 iR A e ek
AHN 2 4 @ — B A &I R AL, A
SR FT A H AT . Kim&5E 3 T—Fp L1
NetflowZH 1 H AT AR MHEZE ), Ghf
Wfid s . DDoSHHT . 2SS SE 1T N kAT
N, 32 452 AR B e R HRASE SF B FAG
WFAPT I X JE T 5 F & Bk . A5
B DX 45 Y e 2 S I B AT A A I B
HIR o McCuskerf 37 T—E A K
LU AT R ST, HE T Netflow %
BT HE R AR T TR, RE S SCE WA P T
Yo S AR SEAT A ARSI, (EL7E A H R
FH 7 SVMBLH T BRI 25, iX AL
B 7 P FR A 38 B I R AR D SR 4
HIIF] T, Bhatt&F 3 Hy 77— Fh 51 o0 4%

(kill chain) FIAP TH b LW B8
i %k Mok i I R AT 45 R AT AR, IFAE
T} T Hadoop FHEMAGHEL, (AXF
W ARl BEAT T A7 RS I A 2t B AR
FLEAIA

ARSI R ARSI AP T X0 R
AT SR, DARZS a4 7oA I 2R A
P2 TR T G 25 S i SR R
Ao AR TR T

(1) $& 7 —FhTa [/ A P T e 1 4%
AT AR ARREZE , R T A
T2 R AE R R 5 2 S 9 Fh o7 = A Bt
A, AR BRI T B T R AR A
REE 2, I @7 KB FE T A
FEZE,

(2) DLAP T X b # H g A~ S AU B
W5 (S B EIRED AR, FEANN2H
THRHERERUT I, 4T SEREIRRE E

(3) 45 A B S W 45 PR B B, 6 3Lk
HIA SO BT T B IE, S5 SRFRNT AR SO
R AR B, AP T i B Fh oA i il
W 25 B R S IR AT O, U8R EE
HEHTA ORI

1

https://www2.
fireeye.com/ppc—
definitive—guide.

html

2015039-2




BIG DATA RESEARCH A#ifE

2
https://github.
com/kbandla/
APTnotes

2015039-3

2 BFRITFINREENEAESR

2.1 FARMEERE

FERATARIAA T EFH R — 13K
[P, BOAT N B th R I AT o A AT
MK I AT RGP AR B L4
BTN TR BRI GEge i 22 21 77 1A
N R AR R A 5] T ¥

F TN TR AR 2 BRUAY S  AS J 32 AR
HIFAR B Z L . AT N A e LR FR 75X
MIFHAE R T R BURFIE S AL, JR 5 2 T4
AEFEAT A e H A o N AL SR B
DE R P AE SR IO SAAE 22 42 a3 T A G
INFEE R > B, X SR AT A SR A BT
P 5 X IR AR R AR AR, B Y
FEARYI 25 BN A A3 B AR A AR LAY
FITRRERE T, AR S Rl G5 R AT 2
P AB N TAFE SR AA AR L A A
X 22 G o AT N L B AROUEE v, R AR A 4
U3 e A I AR A A e AR

Ao HHTEA R RS AR T, R
HB R BTN TRME S I 77 ¥ S0

LS S AR B RTHL a4 > U
TR, AL SIS AT T, 3
JEAS P TR AL A B A > 7 A
FRAE AT T7 3, FRRERAE SR ST Bl S8 S2 TR
e, TS AR AL S A2
e, BIRRIEAS T RAEZ U, B
A HR R &2 RENYIZREE AR
1T, A RECRUEAIY HHERA L o )l ZRAF
ARECEAEN, RFEA S R RE T 5L
P IR EE T T il AR AU R AT
REIE AL Ge 3TN TRMIE SR I SE v 47
M3 ¥ o BRI LA ST AR B B R R 4
HAEAT R B I ZR AR AR AR 450K, n

HEE IR BRI MLasHESE,

SRR AR M 2 RE A5 S HE AT R
APTHCH R, BN A BT R 450
AT AP T Heali fH 5€ 1 9 2547 D9 K i A
AT, INEEIEHIAP T B Z= 4 5k
H, BZE 201548 H Bkl NI R i &
A 20042, TS5 T A 2% B9 I 28470
Bl SR TC MR, R, 2T 4 ETA R
ISR, ARME R 3 T RE 24 ST B 5 957 AR RE
ARV AP THAT A 2885 M 5—
FHKE, A KAP TR & ded 1)
R TT AT VE AN A, X wleAT B
T2 @it AR T RAP T Y45 B
BERYARRAG, JFA IR SR BURF AL, LASE
AR AR

PRI, 308 3 S A A 5 R S 2R T EL A
LEE BT ERE O, RSO AR B
T8 25 S AT ARSI 3 AR BEATA P T Ml
R, SR HEE T A TAMESE IR 77 ¥, H
RIS S B J7 AT 6 BT g P )
R 13575 5500 B REFE XFAP T X ge i it
— BN B BRI B AT e
SRR, T A7 ke T
AR B Mo, B ST BOE A2 2T
FHIERSE BT AR 3T K6
BT R RO SE ORI 25, BB AL Y i
A A& T

2.2 BETRERORERUEARS

SRR I AR & — U R, St b
ENRRG I &= 44, IDES. NIDES
FIRM ARG R T RERNE RS, H
Z R B I BRGS0 A
FEEAR, FEEFAIT,

(1) FTpr 8 7] il

T IR AR, 75 S IR M 57
S B AT R B N UR A AR b FE AL, DTG
SEUB R R AR . DU IR A



TOPIC @&

B, =5 I A G A A T 2 e B R Y
iR, A U A R B] Y T i R YA
EESIRET, RMETA R

(2) HRFAIEES o (R ] et

AR T S RE AT R, 78 4 I AR A
JE 57 AN [ 24 JEE 41 38 I 28 47 D Y v 44 A
R, AT S BUR R A IR AR . AL R
IBUA PR , o 45 BB 2k TR 24 O ARp IR P
WA Z8 A7 DN B S JRE, AROME S T AR A TR] PR S
HRFEARIR R

(3) Ha BRI ] il

T A7 A ERAT R, AE 2 IR A 2T
AW EL P 3 B HEAT FE 4 1011 25, AT
SEU T A RE AN AE o AT A S
PR BT RA HERLZRN, BARZ S
ST N AR5 AT B TR TH R AR I B AT
RO, BATS PR 5 A AR AR B T T
Pk,

L, EPR S H Rl 2 A RE S Ul R
HUR I OT S, A5 25 i = AT AL I
RASI 7= i AR £ T B Tk A iR
FAIECA . BEHE BT IR R R, APT
Mkt BN B 2 A, X AR 2 4

BIFGE N B B A B 2 08 T 7
0%

TS, 15 ARSI A 7 XS A 01 i Jotn A Y
TTHEIHSERAE , EH T O AP T Kt
AR S F R Hak, ARG R
I 432 ARV AN AR 1) 75l B 1, P
ITHARPI R KEAR AR B 2] k3 &
To XU TAS I AR BRI, S A
HOHTRCN T 28 A LA SR AR A IR [E]
AR R A, THEE—DHEEER B
g e _E At

THI M AP T X B9 S 47 o R s R 4
ELR, 24t NAEEIEE X APTIE
o 7 B AT RS G, S B A S 1
BRAE; SRR EE T IR, R AA B ek
To M B 1Y U7, MR AT 4 B

Zry= R RO RERL, WA B B R S
TS A TR AT RO AT Bk 5 X A R Y
R 25 5, W i B RS R U7 U
e E BRI ZRERTY, B 37 AR P e A
FEREBIRL . AR S8 e v A
FORFFTCARSTCH, (HIE R A 1 e
BEAR BN R R

(1) AR B BG4
SN BN AN, ST RS 1 S A
DL AT AT TR L, H 22 T
A NP S S IR S AR AR, X i
PRI St BRI BE AT SRS ) R ABUEE
AT A RAR A, iM%
TEEMH NN, e TENUAIRE
BRI R B SR T TR,
AR RS R, (HERTREE G
P RE A2 A HE ST 5

(2) TE AR AP W B BT R i
FEBURFAEZ L, T LA AEE S R Y I 22 4
JEE | A7 2 4 JEE S5 T3 THI B % 32 5 AR AE
ZH, AEAFRS TATART AT 38 i B 4700,
BB E— LS B S b, FLIE
HE T T A REE T TC AT

(3) HFe 3 HOR I k. 26T KA 4
R EAAAERE ST, AT AR 2 2 1
SR EA R RN REAR, X SR S AR
RPHTIE 25, AR TR TN
HA RS R GE 7T

HH LT DAL, e T R A S B D 245 e
Fr oA, SR T S A A SR A
JE, SR AT R T AT ER, H At

FES B
R

APTI ik
J5 534

s~ —{ b (}— R
i

A

% WA/ F0%
5 Bt L@J

B1 B[ APT HENSEITRENRE

2015039-4




BIG DATA RESEARCH A#ifE

XAFAE AT S RE T H2 L T TR PR A, AR 2
AR BOEE N5,

2.3 KBR/EERAUTFSIER

AR S A P KA S RS- B T4y
NAE: HIRREZ . FHEEHE . ANBIT
AT IS A8 BN R I i A EL R, HAE
BRI 2P 7R .

— A SEME K ER SR AR TS, AE
H YR 2 T A SE i B R AR B
71, BFES AT ARSI HAE . M4
5 DL B S I A0 AN Sl e B 1 R
o EAAHETE _FEES I A B A
fits, BEMS I ok G2 AN 58 R I LR, LA
YRR T FEA AT R T AR S T
RGPV RME PRI, FE T RRE I S v B R
AT I 5 LR e A 45 SR 1 B e BBULE 9 9
FIRIERE T o 1F RN R RE S S Rk
B Pa -6 SR B BRSO e B AT
AT

3 MERETAENEE

FEXSAP TH i HEATHIA NS, Bl ff e
HIB 2 HeZ AL, SR AP T i 7
SIS | SRS BHX. BOE .
LEEREN. ar G RN B Herf
B R R AL S f B AR 2l U5 S, T
FAEEHAT N Z A0, HALe BB A T AL
R T A RHIE . ZRSCUARIZ 7 B It
%, Lhap 51 S ML BOA I,
FEAN T AR I 48 S A T S R

3.1 S EEHEETAEN

iy o5 32 1) 18 A O 1R & AR Tt 5 R
Yot HbR 2 A S22k 422, (A5 Tl H bR
A TFHER BRI, eI i Z 1 dr &
FRRMIPRATEER . Ay &SI EE R 8
P T HAT N HIEH M EHE AT A —

SRR Bl 2 BT AL EirEgEgi RGBT
FHEFEEL geik ot BRI BUIE B R
| ZsHAL Rz 6% H EiiEv L] bttt ()
T ]
THEBAF
HBRE kSRR T R SR 3 R

2015039-5

B2 KYESEMNTEER



TOPIC @&

SEZESR, ARSCEE T HRAFAE I E o

3.1.1 REEEHE

TEXA 5 BRI A A K — 2% MU
HESEHEHLHED I TCP R, #% MSFIDLL
T DESTT ], 5 E5H0 1L 1 B 18] 2 R 45
TIPS A5 KT AR AIL HR 3R A (]
T, AR S H AT I ] AT =2 (Al
PR TR E M EES |, ROV E :

T-T >6, (1)

W ST 2R 3% BRI TB] Ao A0, AN T
A BARAE BREE AL i A e B2, T AR — A
BT BT BRI TR A

FEM2 W py 3 — 4 IEHIHES
FIHMHLHED I T CPIR, THE DRSS
BRIS AL (PARZ RS EID I BRI
FRFFAIL o o3 REBIES 3 AR T
L. o JTHERNFAT, o, L, ¢
FAE— DX RN R AT, fEASH R -

T, <T,,, HT, -T <& .  (2)

WIFR T, MR, FEFR T | o HL R
Mo WINERR | ESCNL ) TR TT
FHE, BL |, SPESTEEEMITE.

EX3 BERE, ZHE N2, MT—4%
MG HHES F H A HbED I T CP Y, % =R
R, JESCMSEIDFHERIS R FPAIL o
W, BB RN R TR R SL
HUSIT R E R HE

EXA4  JIAEAERHIE . M T — 2 DR
HohESEH DRI TCP IR, A0S :

R . >6,, HR >6, (3)

WIFRZ TCPIEHEN I AR, HA1s
e, ik E M EIME . %R 24— 4%
T CP i 37 0% 82 19 77 7] 5 5 B2 BR AR
&4 B 77 TR AE SR BAT 2, AR SCTE T SRR
VSR QRE S S val A B =<y
VIR 7 R, T R AR 1 d AR
HEFE I HARTP i il 2 D 5 305 =58 vt A R
[PHIHEAE & S TP L S AL TR 3RS, H

A7 5 B R BARIP Hu ik e e A 1R T
Bt o XA TN S IR 2 AL Fr T ]
TRYZESRE, A2 S S R A - 1 I TE Y
FEFHL,

3.1.2 BEAHE

EXS5 DT H. DEkIT A —4
MIEHHES E] H Ak D R R 2 T CPR
W, FEAEI— RIS R AED « K /INFE X [
TE . RIE T B] (B B R P BB i A TR o O
BEAT R H AP T s gl 7 s 17 42 1)
IR B AR S, Wiz o liE
T EE 4320 R 32 TR FE A SRAS I

FEX6 PR AT —4 A HES 2|
HEHERED B TCPIR, R4 20 AN
FIASTR], BEPS BID AL 43 AR TFI
Feals AR A HR AR SRR S TR A i 1Y
NIRRT, F5280  M EI IR P AL s
PRI RIS AL, AR E e AIbRifEZE
o, FEE AR A AR

p=1-2 (4)
7

BU—4& T CP i Hr BT AT B ][] B e 51 5
T R, TR AT CPIE B2 - F
JE o AR —ANT CPIE R RS o T ik
FIEME S ,, WIFKIZ TCPIERAF AL LT N -

K &5 P HE I, BAFEEE S
AEEINE G AT . F M TR E SRR T
BE G DN S A AT AT R o X TRl EE N
EAGHAT R, B T CPH A 8 A
T4 B BB SR S BARS 5 X T TR ATIR
A, rTE A T CP I ATy A Y
A A AT B/ INSR SRS 5 T 7] 88 %
TEDNSIE A @ AT, A A I SR I 4
SCAFAER AT IS 1 S &S L SRAS I

3.2 FMIT AL
T RGNS EFINMAP T 2T

2015039-6




BIG DATA RESEARCH A#ifE

2015039-7

1720, Bl B AR 5 A A X R A7 1] 2
%, DIBRBEARECHE, Xt i L 445 7]
TS IER B 205 [T A 22 5
ARSCCAENUNR G, 5 T—RIVFHE K
fe U EALR IR AT, ST
HITEIRE A E o

EXT 2iHEREER. ot —63+
HUEAAL B [E] N AN R PSR B ) 2505 Gei S
B INTCPIEREEL. UDPIEREL. MR
A B R/ NI E R AR 225,

EX8 MNHSMELE R, Gt —6E
HLERASL IR PR] P AN W] 2 FH SR B 1 75 (A S i3
BBo TN AN R S FH I & oA IREL. B
(el VA R ES P B

EX9 FERMARHEETERR. Gt —&
AL B P TA] P MAT 2 O 35 4 T PR TR 7
AL I o3 A N H I E, tn & A TCP_
SYN_send, TCP_SYN_ACK _receive,
RST_send&EFRENM L 1EEH; TCP_
SYN_ACK _receive/TCP_SYN_sendHy
POAH s Bz i () B9 ICMP_T 3, ICMP_
Echo_Reply. ICMP_Echo_RequestZ&#iZ
CHH .

EX10 Hhkofdais. Ziit—6E
HIUEAE B[] P77 1] A TP b kol BE 43 A1 . 1A
AN AT S

o DL EFRFRA T AR, RS0
LML LA T N JE S T — > e AR AL ]
i, G T8 R TR SR AR Y
RO, (EAX AN H 75 2R AT, S Re Ak
IAE— B — AR R S8 b, M S2 31
TR AP TYCH SRS T A

4 ZTRERRAR

4.1 SIS T{EHLA

MY YRR SO A BT R, e

JA AL R AR S 2 A AR A PR ] P R 8 7
TR AT, I I B S AT A R FE
BT ) 253 B A AR A A RE S R AR N 45 5L
Pt 19 70 B R s i SO B T i
AR AE, BT A20144E9 1 H ZE 20154F
LA3IH, 5HEAFRAMHKMNL18.310.5%
W 4537 1 T AL G DA M 5 3B 43 TP b kil AE 5%
MR 29282 T B RIE i SCECE, IF1E
KRS SL RS EL A o KSR AT R A I T
Gl

o FHAEHEIN: 23T INE, 751

N i & A T SE AT O AR BT O SR Ry
S

o S AT BT RHAE S AL Ry
RUASFRACKE UG, Wik BOA B el e e B
A2 S Bk, BEAT AR (R S A, B
FERTRIEAFIEL,

A 07 ¥, R TS
2 1) 8 T A ) B9k (A A 5 A e A O
HIA TR FLSL R 41T 9, 3R T 2R L
A7 ARSI SR B AT 0 o TS T A i
AT IEAAAIA o

4.2 < 5EHEERNSELRER

RSO iy A5 473 1) T PRSI SR T
B BFESI AL, HTREREAIR,
IR SCE S A M AT, BRI 6 Fh g 7Y
A I i &5 4 )38 T P AL s 4 A E R I
SREH ;SR A TR T s, R
WNGEEAR S BT R IEH MM S5
P 1) T T PRI B | BV R | PR R S e
AEFIHESE 43T R AL

AEM A, ASSCH A “Alusinus”

“njRAT” REFEA, BT A FEAZ 1

FEAHLEN 5 — W B 11 ity 2 [E] F) i 5 4
1) 3 T R TE L R B AR AR, AR AR
S B A A Al T TR T IR R IR
FZo TRURCEE 206 I R4 AE 40 P 3T 7R o



TOPIC @&

E3 (a) fy “Alusinus” REFEAR ]
ity 57 A 9 it 2 (W) P i 45 s o O ) D 55
PG H AT IH L . NES (a) ok B
W ER R A TR IR IAE LA TR O BRI T R
FRARFAE , [EURT DA 1) DAt 47 i 28147 1 s 1)
Hta o L A AL R 43 2R S
PAE, FEAER R A AT AR FR AT
F2 M 1~ AT 78, $ il
R A ity 2 [B) AT 1] R TG R T s, IF 2
WS B 43 LR /N RS, TT UGB 3 R A
] A5O6 . AR ES [E] 2 1) (a3 (b) Tz ) o AT
VI E], AT T 308 B B R A A ot H
B CBR T 5 i — 1 Hh s ) ot 280 494 43 it 1149 93

BRAS TR A 22 A, ZR0GIE, 2R B AL i
LW IERE) , N 91.7%, B
100%. K3 (¢) FKRE3 (b) Hf AR BB
AR, WA B4 il & 1 i LR, #E
Pt M Ny A o X LU T ) i & 5
P2 T T T RFAE

E3(d) N “njRAT” AKEFEAR OBk
FTRRGIN 7R 3 o AR SCAR I L5~ 61
T T, AR S sk > (AR
B e e A R (B S e 51 o AL (d) HRAT
DLE 2], sl o & A il , K/ &
62 byte A, 9 sKik—
W, Fa T 57K 99.8%, WA AR ST A

32 > 20
O Wi O I — I
S30f O R 1.8; O P P
& O 16}
-)';(v .
228 —_
<4 o o $1‘4
o6l © ®12
X )
52_4- o ~10F oo QoG g Uo w o
::d o o o iox
K22t N
333 o %0.6 s
u 20T 04
a A
% [m/m} 8 [m]
18? B & EEl 0 oo & Bﬁ ® u] 0.2}
1.6g 50 100 150 200 250 0 50 100 150 200 250
i /s fif 1Al/s
(a) “Alusinus” 7K D REAC 0 5 3l 223 = (Al (b)) ¥ BR S TR) 6T 7 A B 6] 2 471
A5 s T R A R R S A 1R
63.0
1.000 2f O M it O a1
O R — W P 62.8
1.000 1} 26
G001t Ky
giloooo- 3\62.2
S . o
§3‘304999 of so
kol 61.6
0.999 8¢ 614
0.999 8+ 612
O T 7639 7660 7661 7662 7663 61.0 ' ' ' ' :
: : : : : : 200 700 600 800 1000 1200
A ikl/s it /s

() (b) PR IO RYRUR

(d) “njRAT” RGFEAC BT AR &

3 PAREEMNEVHE

2015039-8




BIG DATA RESEARCH A#ifE

R LR S AT N

4.3 KEUTAHRMSAR

RSO REAT R ARSI SR T TG e
M8 > Bk B R T T~ 10 T
o, R A FAE I IS R T A5 SRS T
FLRFE S H 0 B R AL, R T ke
W o S SRR S SR U Ay R A AR IH 2 A 5
THIMERA

VN @Y - ST =S E =R TN LR S RN
Fr, BPEAL—F U7 RIFE AR, 5t RSk
A 8O R bR SR s AR B[R,

B ENLT A7 W AN [F 7 EALE
Him o, LL20144E9H10H AT, 24 KA 3
gL A427 240 0864%wic s, MATAT
FREL 1 148437 TP FI6 8/ M7 1+
WELRZ1T 165 MMFFER EHL—F TR
R R, NIRRT 38 17h, H
AT WA SRS 2] T 51k

E4 (a) NIEEIER EHL24 hBYRHEE
FA, AT CAE$1192.168.4. 0% BN A

BTHLAF192.168.0.0%4 B A5 [A] 1750 o
PAS min iy b (A&, 44 B[R] 2 P i 2
HLT IA)3% W BE RO TP B ik B AR T, AL
2631 HTEANFEB TN, —&EVLuE
[k TP b ik 45 2 M A A AE AR 2R 4R, X
WS B I (A5 R AN TP Mok B, TT R
2 i W BERE A 25 4 i TPl ik 25 52 1y
BB, IWNE4 (a) ATEAE 2], i BV L
FLY9RTFIE VT AIZ B, 11805 TR %
VEEAE, 18UF IR, X5 M EE RS
(B2 v FEEAH DG 1) 5 A (B 2 P U [R] R A TR
EHELEN~BA, HXFRR L X4 (b)),
192.168.19.0 M Bt 3L E AL, 150& X
192.168.56.0 W Br gt 47 TR A4, &5
B2 B LB R 54, B E
HL— 7 W0 15 [ 44, 28 47 0 R g 1k
TR IR o 5 AT B R A2, P2P %
BRI R, (AP2PIE R
o hk o3 AT FR PR S IR BT NI E B A AR
A 22 S o 7R S IE 2% 30 1o 5 Bl ik 45 A 4
Fr, FEAS DU S B HE — 2 T R

%ﬁo

192.168.4.¥—192.168.0.0:263

192.168.19.¥—192.168.56.0:129

'

ViR EHNE A

NS}

25t

i ENE &
—_ )
% S

(=)

0
. . 0 ; n
S S S S S N o N S N N
P & & & & & & & S & ¢ S SN N S
S & & & & & &8 N N N N NN N < N
S N $ < N S 3 S & ¥ F v E R » o
fisf ] s il

(a) BEEIEH THL24 hiIFRHAEE 751

(b) HES8 FHL24 hfEEAFE(E 747

2015039-9

B4 FRERTEN—FMIBEERNL



5 &FiE

KB 22 G oA B HE B 2 4 s
HIRTFE R R, AR B AT e W AT oA
W, BEAL IS L T oy 2 44 To ik A I A R
RIBETAT N o ASCHEH T—Ff TSt 245
P28 S H AT AN T ¥, LR RO R
EIRPIERT . AR EEHRHIE, Il AR 2t
AT BRI A0 S b A o X e — P 22 4
TN RIS, S5REWE A iR
FREIMZ & BIA T Bl SE5 R, %07
PO AP T By i 1 A 1 i & 5 42l B T
N ARBUT A RAFHRAIRCR o Jr Bkt
APT e i R HAR K B R AL HEA T 2 A
FHLE I, feZTP e B 2T R E o
RS HTIAP THCH RGN 77 %

SENH

[1] Yen T F, Oprea A, Onarlioglu K, et al.
Beehive: large—scale log analysis for
detecting suspicious activity in enterprise
networks. Proceedings of the 29th

Annual Computer Security Applications

M FHERIEA AT, NRACIAE

Y HER: 2015-10-15

[5]

Conference, New Orleans, Louisiana,
USA, 2013: 199~208

Kim A S, Kong H J, Hong S C, et al. A
flow—based method for abnormal network
traffic detection. Network Operations
and Management Symposium, 2004(1):
599~612

McCusker O, Brunza S, Dasgupta
D. Deriving behavior primitives from
aggregate network features using support
vector machines. Proceedings of IEEE 5th
International Conference on Cyber Conflict
(CyCon), Tallinn,Estonia, 2013: 1~18

Bhatt P, Toshiro Y E, Gustavsson P M.
Towards a framework to detect multi—
stage advanced persistent threats attacks.
Proceedings of the 8th International
Symposium on Service—Oriented System
Engineering, Oxford, UK, 2014: 390~395
Garcia—Teodoro P, Diaz—Verdejo J,
Macia—Fernandez G, et al. Anomaly—
based network intrusion detection:
techniques, systems and challenges.
Computers & Security, 2009, 28(1): 18~28
Hutchins E M, Cloppert M J, Amin R M.
Intelligence—driven computer network
defense informed by analysis of adversary
campaigns and intrusion kill chains.
Leading Issues in Information Warfare &

Security Research, 2011(1): 80~106

Bi&, B, WL, ZRgE L, SR TIUR U2 RGELSHARA IR AR, TEFTFIT 108 K 245y

WIS AN FYE BTSSR AT IR AR, K%, 2015039

Zhou T. Abnormal network behavior detection technology based on statistical learning. Big Data Research, 2015039

TOPIC @&




	04-15049-h  ł

