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Abstract

At present, there are challenges in UAV identity authentication such as cumbersome and inefficient process and UAV
resource limitation. In order to deal with these challenges, this paper proposes a lightweight identity authentication
scheme for UAV based on hierarchical blockchain. The scheme adopted a lightweight and secure hierarchical blockchain
structure to achieve fast authentication. Combined with the national secret algorithm, digital signature, session key
agreement and data encryption were completed to ensure the legitimacy of identity data. Based on the Decentralized
Identifier (DID), DID documents were stored in the global information update chain of the blockchain, and verifiable
declarations were stored in the identity update chain, so as to realize the unified management of UAV identity.
Experiments and analysis were carried out under the framework of the consortium blockchain Hyperledger Fabric. The
results show that the scheme has low computational overhead and can effectively deal with various security threats in

the application of dynamic UAV swarm.
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